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Hucepramiiitna poboTa MNpPUCBAYEHA CTBOPEHHIO Ta  JOCIIIXEHHIO
iHQopMaIliitHOT CHUCTEeMHU [IJIi TEeHEpYBaHHS BHCOKOSHTPOMIMHOI TMOCIIIOBHOCTI
BunaakoBux yuceln (IIBY) Ha 0CHOBI Cy4acHHX TEXHOJIOTIA Ta METOAIB MPOTrpaMHOI
1HXKeHepli, a TaKoX BHUKOPUCTaHHsS (HOTOCIEKTPUUYHUX SIBHUI B SKOCTI JKepena
eatpomii. CrtBopeHa iHQopmaliiHa cucTeMa 1 11 MporpaMHe 3a0e3NMeUeHHS
noOy10BaHa Ha OCHOBI TEXHOJIOT1i €EKCTPAKI[li Xa0Cy 3 CTOXaCTUYHUX (Pp13UYHUX SBUIII,
a caMe€ — IHTEHCHBHOCTI TIIKCEIIB 300pakeHHS 3 BeO-kamepu, abo 1udpoBoi
BiJeokamepu, (OTo- Ta TEMHOBOTO CTpyMy (oTomiofa 3 BHCOKOIO KBAaHTOBOIO
edexTuBHICTIO. OTpUMaHI TOCIIIOBHOCTI BHUIIQJKOBUX 4YHCEN TaKOX MOXKYTh
00poOJIATHCA 32 JOMOMOIOI0 KIITHUHHHUX aBTOMATIB, 11O CYTTEBO 301JIbIIYy€ PIBEHb
XaO0TUYHOCTI BUMNAAKOBOi MOCHIAOBHOCTI. CTBOpEHI TIeHepaTopu BHIIAJKOBUX
MOCJIIIOBHOCTEH, HA BIAMIHY BiJ ICHYIOYHX, € TIPOCTUMH, JIOCTYITHUMH,
BHUCOKOITPOJYKTUBHUMH, 3JaTHUMH JI0 THYYKOTO HalamTyBaHHS. [HQopmarliiina
CHUCTeMa 3arajoM MICTUTh aHAJITUYHUM 1HTEJICKTYyaJlbHUU MOJYJIb CIPOIIEHOT
CTaTUCTUYHOI  OI[IHKM  TOCTIJOBHOCTI  BHUIIQJIKOBUX  YHCEJ, 3TCHEPOBAHUX
BOY/IOBaHMMH B HEi TE€HEPATOPIB, BIIPI3HIETHCS BUCOKHM PIBHEM KPUITOCTIMKOCTI,
crpusie epeKTUBHOMY MU PYBAHHIO Ta KOAYBAHHIO IS MiHIMI3alliil Ki0ep3arpos.

[IpoBemeHO  TOPIBHSUIBHE ~ JOCIIDKCHHS  CTaTUCTHYHMX 1 poOOYMX
XapaKTEPUCTUK aHAIOTTYHMX Bigomux TeHeparopiB [IBY, ske mokaszano mepeBary
CTBOPEHOI 1H(QOpPMAIIIHHOI CUCTEMHU 3a PSAJIOM IMOKa3HMKIB. A came: 3a HIBUIKICTIO
reHeparlii MoCIiIOBHOCTI BUMAJAKOBUX YHCEN, BUCOKHM pIBHEM HEIETEPMIHOBAHOI

EHTpOINli, THYYKUM HaJalllTyBaHHSAM, BIJKPUTUM JAM3aHHOM Ta IUBUIKOI IOCT



00pobkoro. CtBopeHa iHpopmaliiiiHa cuctemMa Mae 0a30BI BHYTPIIIHI TEPEBIPKH,
3/IaTHA PETYIIOBATH CITIBBIJHOMICHHS SKOCTI Ta MIBHAKOCTI BHXITHOTO TOTOKY Ta
e(eKTUBHY MOCT OOpOOKYy 3a JOMOMOrOK KIITMHHUX aBTOMaTtiB. OKpiM TOro
HOBOCTBOPEHA CHCTEMa Ma€ BIIKPUTICTH amapaTypud Ta MPOTPaMHOTO 3a0e3MeUeHHs
Open-hardware ta open-source (GPLv3) B ToMy umci st 3aCTOCYBaHHS y HEHPOHHUX
Mepakax.

Taxox, s poOOTH 3 KPUNTO-IPUMITUBAMH HA OCHOBI KJIITUHHUX aBTOMATIB
CTBOpeHO O0i1010TeKy Ha MOBI MNporpaMmyBaHHS Java. 3ampomoHOBaHO 1
CKCIIEPUMEHTAJIbHO JIOBEACHO BHCOKY SKICTh, IO TEHEPYEThCA KIITHHHUMU
aBTOMaTaMu xaotuyHoro Tumy (mpaBmwia 30, 90, 105). OnrtumizoBaHO BHCOKY
MPOJYKTUBHOCTI 1 HU3bKY PECYpPCOEMHOCTI (DYHKIIIOHATY Ha KIITHHHUX aBTOMAaTax.
3abe3neueHo HEmepepBHY TEHEpaIlifo IMOCHIIOBHOCTI BHUIAJKOBUX YHCEN 3aJaHOi
IPOAYKTUBHOCTI Ta SIKOCTI.

Pesynbratu pobOTH € MATPYHTSIM I TOJATBITNX TEOPETUYHUX 1 TPAKTHIHUX
HAYKOBHX PO3pO0OK 13 JOCiIKEeHb pobiieMaTuku Teopii renepariii [1BY.

JlucepTallisi CKJIaIa€ThCs 31 BCTYIY, YOTUPHOX PO3/I1JIiB, BUCHOBKIB, IEPEIKY
BUKOPHUCTAHUX JDKEPET Ta YOTUPHOX TOAATKIB. Y BCTYHI OOTPYHTOBAHO aKTyaJIbHICTh
TEMU JOCHIJKEHHs, C(hOPMYIbOBAaHO METY, 3aBAAHHS, MpPEIMET, 00 €KT Ta METOAU
JOCTIPKeHHS, BKAa3aHO HAayKOBY HOBH3HY, TCOPETHYHE Ta TMPAKTHYHE 3HAYCHHS
OTPUMAHUX PE3YJbTaTiB, MOJAHO Ta MPOAHATI30BAHO 3B 530K POOOTH 3 HAYKOBHUMU
TeMaMu. 3a3Haue€HO OCOOMCTUI BHECOK 37100yBaya, a TAKOK HaBEJEHO BiJIOMOCTI MPO
ampo0airiro Ta my0JliKalii OCHOBHUX pe3yJbTaTiB auceprailii. OnucaHo CTpyKTypy Ta
oOcsr nucepTaniiHoi poOoTH.

IMepmmii po3aii  MICTUTH KJIIOYOBI BIOMOCTI 3 Teopii TeHeparlii
Bucokoentpomiitnux [IBY, a takox BimomocTi mpo amapatHi reneparopu [1BU B
cucrtemax iHpopmaliifHOi 0e3MeKH, 30KpeMa y KpUITOOen3nelll Ta KpUInTo-KOyBaHHI.
Po3riissHyTO pi3HI MiAXOAU A0 JKepesnaa eHTPOIIil Ta MporpaMHO-KOHCTPYKTOPCHKOTO
otoueHHs. [IpoaHanizoBaHo iX 3HAUEHHSA Y CUCTEMaxX Ha OCHOBI KPUIITOKOJIOBUX Ta

mupyBaTbHUX KOHCTPYKIIIH Ta MOKa3aH1 CUJIbHI CTOPOHH 1 BY3bK1 MICIIS 3 TOUKH 30PY



I[IHH, CKJIQHOCTI, HAIIHHOCTI, TOBIPH, MPOAYKTUBHOCT1, KEPOBAHOCTI, MOHITOPHUHTY 1
JineH3yBaHHs. PO3MNIAHYTO TEOpeTHYHI OCHOBH OI[IHIOBaHHS BHUIAJAKOBOCTI Ta
SHTPOIIi, a TAaKOXX IMPOBEICHO MOPIBHMJIBHUI aHaji3 CydyaCHHMX HAWOUIbII BIJOMUX
reHepaTopiB [IBY B cucTemMax KpunroOemn3nely.

OOTpyHTOBAHO JMOITBHICTE HOCHIKeHHS (hoTo-enekTpuuHux sBuil (DES) ta
KBAaHTOBHX SIK JpKepesa eHTpomnii s redepartii [IBY. Taka KOHCTpYKIIisl 103BOJUTh
YaCTKOBO 3MEHIINTH HEJOJIKH, SIKI IPUTAMaHHI CUCTEMaM, LI0 BXKE ICHYIOTb.

Ha ocHoBI1 npoBeeHoro aociikeHHs: chopMOBaHi 3aBIaHHs JTOCII1IKEHHS.

Y apyromy po3aijii aucepTamiitHOTO JOCIIKEHHS OIMKMCAHO JOCTIHKEHHS
IHTEHCUBHOCTI IIKCeJiB 300pa)keHHs1 3 BeO-kaMmepH, abo HU(poBoi BigeoKaMmepH,
$boTO- Ta TEMHOBOTO CTPyMy (POTOJ110/1a 3 BUCOKOI KBAHTOBOIO €(PEKTHBHICTIO SIK
IPUPOIHUX JIXKEpeT Ui TeHepallii MOociIiI0BHOCTI BUNaAKOBUX yucel. [lokazaHo, 110
MOCIIIOBHICTh BUIAJKOBHX YHUCEJN, 3T€HEPOBaHAa Ha OCHOBI IHTEHCHUBHOCTI MIKCENB
300pakeHHs BlJIcOKaMepy Ma€ HerepeandadyyBaHui XapakTep 1 IPOyKTUBHICTh Bif 85
Mo6it/cex mo 288 MOiT/cek, B 3aJIe)KHOCTI PO3AUIBHOI 3IaTHOCTI BijleOKaMmepu. Ajie,
Taka TMOCJIJIOBHICTh BUMAJAKOBUX YHCEJI HE BiJAMOBijnae BuMoram ctanaaptiB NIST.
[TocioBHICTh BUIIAIKOBUX YKCEIN, 3T€HEPOBAaHA Ha OCHOBI oTocTpymMy doTOaI01a 3
BHCOKOIO KBAHTOBOIO €(EKTHBHICTIO € HemependayyBaHOW, a ii MpPOAYKTHUBHICTD
nocsirae 2 MoOit/cek. Taki mociIigoBHOCTI BUIIAJKOBUX YHCEJI, YaCTKOBO B1JIIOBIIAIOTh
tectaMm NIST. TlocnmigoBHOCTI BHUMAJAKOBUX YHCET, CTBOPEHI 3a JOIMOMOTOIO
reHepaTopa Ha OCHOBI TEMHOBOro CcTpyMy (Qoromioga, wMae aOCOJIOTHO
HerependayyBaHUM XapakTep 1 MPOAYKTHUBHICTh 10 980 MOiT/cek, sika Moxe OyTu
30UTBIIIEHA TP 3aCTOCYBAaHHS BHUCOKOYACTOTHOI amapaTHOi 4YacTUHU. Takwid
reHepaTop MOXE€ BHUKOPHUCTOBYBATHUCh JUIs 3aTpaBKu (BEKTopa 1HiIiaiizaiii)
riOpuAHUX TeHEepPaTOPiB BUMIAJAKOBHUX MOCIIJOBHOCTEH.

[IpoBeneHo  MOCHIPKEHHS — TIOpUIHOTO — reHepaTropa  MOCIiJOBHOCTEMH
BUIAJKOBUX YHCEJ, AKUU TTOEHYE Yy cOO1 reHepaTop Ha OCHOBI BiJie0, a00 BeO-KamMepHu
1 KIITHHHHX aBTOMAaTiB. Take TO€IHAHHA BHPINIyE THUTaHHS MO IIBUAKOIII,

HaJIIHHOCT1, KOHTPOJILOBAHOCTI, BIJIMOBIIHOCTI CTATUCTUYHUM BHMOTaM Ta BUMOT'aM



70 0e3meku 1 cTabUIbHOCTI MOCT-00poOKK. Takok MporpamMHa 4acTHHa T1OpUIHOTO
reHepaTopa BiAKPUBA€E TEOPETUYHO HEOOMEKEHI MOXKIIUBOCTI IO MAacIITA00BAaHOCTI Ta
napanenmisarii mpolecy TeHeparlii, a Tako)X MaIlMHHOTO HaBYaHHS 3a JIOTIOMOTOIO
HEUPOHHOI MEPEXKHU.

Tpertiii po3ain npucBsUeHO CTBOPEHHIO  1H(OPMALIMHOT  CUCTEMH
reHepYBaHHS MOCIIIIOBHOCTI BUITAIKOBUX YHMCEI HA OCHOBI YCIX TPhOX I'€HEPATOPIB 13
00pOOKOI0 OTPUMAHUX TMOCIIIOBHOCTI BUTIAJKOBUX YHCEN 32 JOTIOMOTOK0 KIIITHHHUX
aBToMariB. Take 00’¢JHaHHSA TIOBHICTIO  BHUpINIyBaTUME MHUTAHHSA  IIPO
Herepen0ayyBaHICTh, XaOTUUHICTh, KPUIITOCTIMKICTH Ta 130JIbOBAHICTh 3r€HEPOBAHUX
nocuiioBHocTelt.  [HTepdeiic  iHGoOpMaIIHOI CHUCTEMHU  JIO3BOJIIE  KEPYyBaTH
napaMeTpaMM TeHepallli YHMCIOBHX IIOCIIJIOBHOCTEH, a caMme: oOupaTH IKepesio
MOCJTIIOBHOCTEHN BUTAJKOBUX urcel (0a3a manux, (haiisi, Ha OCHOBI Bijeo-, a0 BeO-
Kamepu, ¢GOTO- Ta TEMHOBOIO CTpyMy (OTOMI0Aa 3 BHCOKOIO KBaHTOBOIO
e()EeKTUBHICTIO, TIOpPUIHOTO 3 OOPOOKOI0 YHMCIOBUX IMOCTIOBHOCTEH 3a JOMOMOTOIO
KIITUHHUX aBTOMATiB); OOMpaTh MDK PI3HUMH Jiana3oHamu 3HayeHb (Oitu (-1,
CTaHJApTHUM miama3oH 1-256, ab0 KOpUCTYBaIbKHI Jlala3oH); PEeryIroBaTH OalaHC
MDK IIBUIKICTIO TeHepalli Ta piBHEM Oe€3IeKku, sSKuil 3abes3reuye 3reHepoBaHa
MOCJTIIOBHICTh BUMAAKOBUX YMCE, 30epiraTu ii Ta aHaIi3yBaTH.

[TpoaykTuBHICTB 1HGOPMAIIIMHOT CUCTEMH JISKHUTH y Mexkax 0,980 - 288 MoiT/c
1 MOXe OyTu CyTTeBO 301jbIlIEHA NMPU BHUKOPUCTAHHI BHCOKOYACTOTHOI amapaTHOi
qacTUHU. TakoXX cucTeMa rnepeadadae MOXKIMBICTh MAacIITa0yBaTH BCIO MPOTPaMHY
JacTHHY TeHepaTopa, abo K po3MapajeuTH IMpoIec OOpOOKH «CHPOI» YHUCIOBOI
MOCIIZIOBHOCTI  BcepeauHl Onoky mporpamuHoi uactunu. Illo, Ha mpukmiani
MOCJIIJOBHOCTI BUIIAJKOBUX YHCEI, 3T€HEPOBAHOI Ha OCHOBI Bij1e0-300pakeHHs, a00 BeO-
KaMepH, JI03BOJIUIIO
T IBUIIATH TIPOAYKTUBHICTD Y 4 pasw.

Y 4deTBepTOMY PO3iji BHCBITICHO PE3yJbTaTH 3aCTOCYBaHHS PO3POOIICHOT
1HbOopMaIIiHOI cucTeMH MpH (HOPMYBaHHS BX1THOTO BEKTOpa Ui Xel-(QyHKIIII, 1is

cTeraHorpadiyHuX CUCTEM 13 MiABUIIICHUMHA BUMOTaMH JI0 TPUXOBAHOCTI Ta CTIMKOCTI,



a TakoX 11t GOpMyBaHHS KpUNTOTpa(iyHUX KIIOYIB 13 BUCOKUM PiBHEM €HTPOIIIi Ta
KpUNTOCTIHKOCTI. Pe3ynpTatu poboTH, a came yI0CKOHAJICHUN alrOPUTM CTBOPEHHS
xem-QyHkKiii,  creraHorpadiyHi  aarOpuT™MM  Ta  AJITOPUTMU  TeHepallii
KpuntorpadiuHuX KIIOYIB 3a JOMOMOIOK po3po0JieHOi 1H(OpMaIliiHOI CUCTEMHU
re’eparii MocaiJOBHOCTEH BUMIAJKOBHUX YHCEl, BIPOBAKEH] Ta BUKOPUCTOBYETHCS Y
TAB 3ABOJI «Ksapuy», Kaskad Developers Group ta xommanii «Datawiz» s
H1ABUIIEHHS KPUITOCTIHKOCTI MPOTpaMHOro 3a0e3meueHHsl.

Y BHCHOBKAxX TIIJCyMOBaHO OCHOBHI pe3yJbTaTH JHUCEPTALIAHOIO
JTOCITIIKEHHS.

VY pomarkax MOJaHO HAyKOBI MyOiiKaiii, B SIKHX B1OOpaXeHO OCHOBHI
HAyKOBI1 pe3yJIbTaTH pOOOTH, BIJOMOCTI PO ampoOaliiro pe3ysbTaTiB JucepTallii, akTH
Ta JOBIAKM MPO BIPOBAIKEHHS pE3yNbTaTiB pPOOOTH, JICTUHT YAaCTUHU KOy
porpamu.

Teoperuune 3HavYeHHs. Pe3ynbTaTH TEOPETUUHMX MAOCHIDKEHb, a came
METOJIOJIOTII0 €KCTPAaKIll Xaocy 3 TaKUX CTOXACTUYHMX (I3UYHHUX SBUI SIK
IHTEHCUBHICTh MIKCENIIB 3 300pakKeHHsI BeO-kKamepH, (POTo- Ta TEMHOBHH CTPYM
dboromiona, a TaKOX METOJOJOTISI BUKOPUCTAHHS KJIITUHHUX aBTOMATIB IS
3a0€3MeUYEeHHs] BUCOKOI SKOCTI XaOTHYHOCTI Ta ONTUMI3allis BUCOKOI MPOTYKTHBHOCTI
1 HU3BKOI PECYpPCOEMHOCTI (PYHKIIIOHATY MOXKYTh 3aCTOCOBYBATHUCH JJIsI IOCTIKEHD Y
raigysi mporpaMHoi iHXeHepii, a TaK0XX Y HaBYAJIbHUX Kypcax Kadeapu mporpaMmHOro
3a0€e3MeUeHHs] KOMIT IOTEPHUX cucTeM YepHiBEIbKOro HAlllOHAJBLHOTO YHIBEPCUTETY
iMmeH1 IOpis @enpkoBuua (Ta iHmUX 3BO), NoB'I3aHMX 3 KPUIITO3aXUCTOM,
METOJMYHHUX PO3pOOKax, HABYAIbHUX MOCIOHUKAX, SIKI 3aCTOCOBYIOTHCSI B OCBITHBOMY
MpoIIeC 1 HAYKOBO-JIOCIIHOT pOOOTH CTYACHTIB Ta aCMipaHTIB.

IpakTuune 3Havenns. Po3pobrneni y aucepTariitHiii po6oTi iHpopmarliiina
cUcTeMa JUIsl TeHepalii MOCIiIOBHOCTEH BUITAJKOBUX UYHCENT MOXE B MOJAIbLIOMY
BUKOPUCTOBYBATUCS I TNPAKTUYHOI peaizalii. 3amporoHOBaHI MIAXOAU [0
re’epailii BXiIHOr0 BEKTOpa Xem-(QyHKI 13 BUKOPUCTAHHAM KIITHHHUX aBTOMATIB

Ta MOCIIZIOBHOCTEN BUMAJAKOBUX YMCEJI, CTEraHorpadiyHi aJropuTMH Ta ajarOpUTMHU



reHepailii KpunrorpagpiyHux KIr4iB, BUKOPUCTOBYIOThCA y kommaHii T/IB 3ABO/]
«KBapuy», Kaskad Developers Group Ta xommanii «Datawiz» — s po3poOku
BJIACHOT'O MPOTPaMHOTO 3a0€3MeUeHHS MiBUILICHOI KPUITOCTIHKOCTI.

KuarouoBi cioBa: mporpamHe 3a0e3nedeHHs, BUMAIAKOBI 4YHCTa, JDKEpena
SHTpOIIli, XaOTWYHA CHUCTEeMa, KibepOesneka, KpPUNTO-KOIyBaHHSA, iH(opMalliiiHa
cucrema, mudpyBaHHs, reHepaTop, BigeokaMmepa, 300paxkeHHs, (OTOA10/1, KBAHTOBA

e(eKTUBHICTb, XeII-PYHKIIIs, HEHpOMEpExKa.

ABSTRACT

Diachuk R. Information System for Generating a High-Entropy Random
Number Sequence. — Qualification scientific work as a manuscript.

Thesis for the degree of Doctor of Philosophy in the Specialty 121 — “Software
Engineering” — Yuriy Fedkovych Chernivtsi National University, Chernivtsi, 2026.

The proceeding is devoted to the development and investigation of an
information system for generating high-entropy random number sequences (RNS)
based on modern technologies and software engineering methods, as well as to the use
of photoelectric phenomena as entropy sources. The developed information system and
its software are based on the technology of chaos extraction from stochastic physical
phenomena, namely the intensity of image pixels obtained from a webcam or digital
video camera, as well as the photo-current and dark current of a photodiode with high
quantum efficiency. The resulting random number sequences can additionally be
processed using cellular automata, which significantly increases the level of chaoticity
of the generated sequences. The developed random sequence generators, in contrast to
existing solutions, are characterized by simplicity, accessibility, high performance, and
flexible configurability. The information system incorporates an analytical intelligent
module for simplified statistical evaluation of random sequences generated by its built-
in generators. It demonstrates a high level of cryptographic strength, facilitates

effective encryption and encoding, and contributes to minimizing cybersecurity threats.



A comparative study of statistical and operational characteristics of known
random number generators has been held, demonstrating the advantages of the
proposed information system across several indicators. In particular, these include
higher generation speed, a high level of non-deterministic entropy, flexible
configuration, open design, and efficient post-processing. The developed system also
includes basic internal validation mechanisms and provides the capability to regulate
the balance between output quality and generation speed of the output stream and
efficient post-processing using cellular automata. Furthermore, the newly developed
system 1is characterized by open hardware and open-source software (GPLv3),
including its applicability in neural network systems.

In addition, a Java-based library has been developed for working with
cryptographic primitives based on cellular automata. A high quality of sequences
generated by chaotic cellular automata (Rules 30, 90, and 105) has been proposed and
experimentally validated. The functionality of cellular automata has been optimized to
ensure high performance and low computational resource consumption. Continuous
generation of random number sequences with specified performance and quality
parameters has been achieved.

The results of this work provide a foundation for further theoretical and applied
research in the field of random number generation theory.

The dissertation consists of an introduction, four chapters, conclusions, a list of
references, and four appendices. The introduction substantiates the relevance of the
research topic, formulates the aim, objectives, subject, object, and research methods,
and highlights the scientific novelty as well as the theoretical and practical significance
of the obtained results. It also presents and analyzes the relationship of the work with
ongoing research topics. The personal contribution of the author is specified, along
with information on the approbation and publications of the main dissertation results.
The structure and scope of the dissertation are provided.

The first section contains key information on the theory of high-entropy random

number generation, as well as an overview of hardware random number generators in
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information security systems, particularly in cryptographic security and cryptographic
encoding. Various approaches to entropy sources and software—hardware environments
were investigated. Their role in systems based on cryptographic coding and encryption
schemes is analyzed, highlighting strengths and limitations in terms of cost, complexity,
reliability, trust, performance, controllability, monitoring, and licensing. The
theoretical foundations of randomness and entropy evaluation were investigated, and a
comparative analysis of the most well-known modern random number generators used
in cryptographic security systems has been held.

The feasibility of investigating photoelectric phenomena (PhEPh), as well as
quantum phenomena, as entropy sources for random number generation has been
substantiated. Such an approach makes it possible to partially decrease the
shortcomings inherent in existing systems. Based on the research carried out, the set of
main tasks have been formulated.

The second chapter of the dissertation presents an experimental study of pixel
intensity from webcam or digital video camera images, as well as the photo-current
and dark current of a high-quantum-efficiency photodiode, as natural entropy sources
for generating random number sequences. It is demonstrated that sequences generated
from video camera pixel intensity exhibit an unpredictable nature and achieve
throughput ranging from 85 Mbit/s to 288 Mbit/s, depending on camera resolution.
However, such sequences do not fully comply with National Institute of Standards and
Technology (NIST) standards. Sequences generated from the photo-current of a high-
quantum-efficiency photodiode are also unpredictable, with performance reaching up
to 2 Mbit/s. These sequences partially satisfy NIST statistical tests. Random number
sequences produced by a generator based on the photodiode dark current exhibit a
completely unpredictable nature and achieve performance up to 980 Kbit/s, which can
be further increased through the use of high-frequency hardware components. Such a
generator can be effectively used for seeding (initialization vector generation) in hybrid
random number generators. A hybrid random number generator combining a

video/webcam-based generator with cellular automata has also been investigated. This
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combination addresses key challenges related to performance, reliability,
controllability, compliance with statistical requirements, and security, as well as
ensuring stable post-processing. Furthermore, the software component of the hybrid
generator provides theoretically unlimited performance due to scalability and
parallelization of the generation process, as well as the application of machine learning
using neural networks.

The third chapter is devoted to the development of an information system for
generating random number sequences based on all three generators, with post-
processing of the obtained sequences using cellular automata. Such integration
comprehensively addresses the issues of unpredictability, chaoticity, cryptographic
strength, and isolation of the generated sequences. The interface of the information
system enables control over generation parameters, including: selection of the random
number source (database, file, video or webcam-based source, photodiode photo-
current and dark current with high quantum efficiency, or a hybrid generator with
cellular automata-based post-processing); selection of value ranges (binary range 01,
standard range 1-256, or a user-defined range); adjustment of the balance between
generation rate (performance) and security level of the produced sequence; as well as
storage and analysis of the generated data. The performance of the information system
ranges from 0.980 to 288 Mbit/s and can be significantly increased through the use of
high-frequency hardware components. The system also supports scalability of the
entire software component of the generator, as well as parallelization of the processing
of “raw” numerical sequences within the software module. For instance, in the case of
sequences generated from video imagery or a webcam, this approach enabled a
fourfold increase in performance.

The fourth chapter presents the results of applying the developed information
system for forming input vectors for hash functions, for steganographic systems with
enhanced requirements for concealment and robustness, and for generating
cryptographic keys with a high level of entropy and cryptographic strength. The results

of the study, including an improved hash function construction algorithm,
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steganographic algorithms, and cryptographic key generation algorithms based on the
developed information system, demonstrate the generation of random number
sequences have been implemented and are being used at a plant Kvarts, Kaskad
Developers Group, and Datawiz to enhance the cryptographic strength of software
systems.

The Conclusions summarize the main results of the dissertation research.

The Appendices include scientific publications reflecting the principal research
findings, information on the approbation of the dissertation results, certificates and
reports on the implementation of the research outcomes, and listings of parts of the
program code.

Theoretical significance. The results of the theoretical research — namely, the
methodology for extracting chaos from stochastic physical phenomena such as
webcam image pixel intensity, photodiode photo-current and dark current, as well as
the methodology for applying cellular automata to ensure a high level of chaoticity
while optimizing performance and minimizing resource consumption—can be applied
in further research within the field of software engineering. They may also be utilized
in academic courses of the Department of Software Engineering at Yurii Fedkovych
Chernivtsi National University (and other higher education institutions), particularly in
areas related to cryptographic protection, as well as in methodological materials and
teaching manuals used in the educational process and research activities of students
and postgraduate researchers.

Practical significance. The information system for generating random number
sequences developed in this dissertation can be further employed for practical
implementation. The proposed approaches to generating input vectors for hash
functions using cellular automata and random number sequences, as well as the
developed steganographic algorithms and cryptographic key generation algorithms, are
being utilized at ZAVOD Kuvarts, Kaskad Developers Group, and Datawiz for the

development of proprietary software systems with enhanced cryptographic strength.
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Keywords: software, random numbers, entropy sources, chaotic system,
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