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TEMATUYHA KAPTKA

Has3ea nayko60-00cnionoi pooomu

Metoau Ta 3acobu moOyaoBH, (PYHKIIIOHYBAaHHA 1 3aXUCTy 1H(OOKOMYHIKAIIHHUX,
pPaflOTEXHIYHUX Ta KiOep(PI3UIHUX CUCTEM.

Methods and means for the development, operation and security of

infocommunication, radioengineering and cyber-physical systems.

(YKpaiHCbKO10 Ma aueniiiCbKoo MOBAMU)
Hazea npiopumemnozo memamuyno20 HANPAMY HAYKOBUX OO0CTIONHCEHb [
HAYK0B80-MEXHIUHUX PO3POOOK
Iadopmaniiini Ta KOMYHIKAIIHHI TEXHOJIOTII:
- Kibepdisnyni cucremu. Inteprer peueit. Po6otoTexmika. KoM rotepaa 06pooka
CHUTHAJIIB PI3HUX BHUJIIB Ta MOXOKCHHS,
- InopmaniiiHO-KOMyHIKaIIHHI CHCTEMH Ta MEPEXi
Kadgpeopa, naykoeuit niopo3oin
Kadenpa pagioTexHiku Ta iHGopMariiHoi Ge3neKu
Haykoeuii kepienux  Camina Aunpiii [TletpoBuy

Andrii Samila

(YKpaincvKo10 ma aueiticbKoo Mo8amiL)
Tepmin euxonanna pooomu 2026 — 2030 pp.
06’exkm HJIP: niponecu 1o0Oy[oBY, (pyHKIiIOHYBaHHS, 1HGOPMALIHHOT B3aeMOIIl
Ta 3aXUCTy I1H(POKOMYHIKALIMHUX, PATIOTEXHIYHUX 1 KiOep(pi3sMYHUX CHCTEM,

30KpeMa CHCTEM €JIEKTPOHHUX KOMYHiKallii, [HTepHeTy pedell, CEHCOPHUX MepexkK



Ta IHTEJIEKTyalbHUX alapaTHO-IIPOrpaMHUX 3aco0iB 0OpoOieHHs iHpopmarii 1
CHUTHAIIB.

Ilpeomem HJIP: meronu, MOAEIN, aJTOPUTMU Ta alapaTHO-IIPOrpaMHI 3acobu
o0y 10BH, (byHKITIOHYBaHHS, MOHITOPHHTY, 00poOIeHHs CUTHAJIIB,
iHpopMmalifiHoi B3aemMonii Ta 3axXUCTy MJaHUX B  1HGOKOMYHIKAI[IHUX,
pamioTeXHIYHUX 1 Kibep(hi3MUHUX CUCTeMax; MPUHIUIHN CHHTE3Y Ta ONTHMI3arii
iXHIX (GYHKIIOHATBHUX BY3JiB, i1HGOPMALIMHUX TIPOIECIB, KOMYHIKaIlIHHUX
IPOTOKOJIIB 1 3aC001B KiOEep3axucTy.

Mema pobomu (yKpaincvKoo ma aH2iticCbKO0 MOBAMU)

Po3po0neHHsI TEOPETUYHUX 3acall, METO/IB, MOJAEJIEH Ta armapaTHO-IIPOIPaMHUX
3aco0iB  MmMoOymOBH, (QYHKIIOHYBaHHSI 1 3aXHCTy I1H(OOKOMYHIKAI[IHHUX,
pafiOTeXHIYHUX Ta KiOeppI3UUHUX CHUCTEM, CIPSIMOBAHUX Ha IIiJABHUIIEHHS
eeKTUBHOCTI TepemaBaHHs, 00poOJieHHs, 30epiraHHs Ta 3axWCTy iH(opMarii,
3a0e3nedyeHHs] HaliiHOCTI (YHKLIOHYBaHHS, aBTOHOMHOCTI Ta iHTEIEKTyari3arii
Cy4acHUX 1H(pOopMalifHO-KOMYHIKAI[ITHIX TEXHOJIOTIH.

Development of theoretical foundations, methods, models, and hardware-software
solutions for the design, operation, and security of infocommunication,
radioengineering, and cyber-physical systems to improve the efficiency of
information transmission, processing, storage, and protection, and to enhance the
reliability, autonomy, and intelligence of modern information and communication
technologies.

3asoanns:

- IOCHI/DKEHHA METOZiB (OpPMyBaHHS, IepeAaBaHHs, IPUIMaHHI Ta 00pOOIEHHS
CHTHAJIB B 1HQOKOMYHIKAI[IHUX, PadiOTEXHIYHUX Ta Kibephi3uUHMX CHCTEMAX;

- PO3pO0JIEHHs MaTEMaTHYHUX MOJEJNEH, alrOPUTMIB 1 METOMIB aHali3y, CHHTE3Y
Ta onTuMisanii iHGOPMALifHUX INPOIECIB y CYYaCHHUX CHUCTEMAX EJIEKTPOHHHX
KOMyHiKaIllii Ta [aTepHeTy pevei;

- JOCI[DKEHHS Ta pO3pOOJIEHHS amapaTHO-MPOTPaMHUX 3aco0iB  0OpoOIeHHs
CHTHATIB 1 gaHux Ha 0asi BOyZOBaHMX cHCTEM, PEKOH(IrypoBaHHX
00YMCITIOBaNBHUX IIAT(OPM Ta IHTENICKTYAIBHHUX 1HQOPMAIIHHIX TEXHOJOIH;

- po3po0JIeHHA METOAIB 1 3aco0iB MOOYHOBM CEHCOPHHX, BHUMIDIOBAILHHX Ta

Ki0ep(i3UYHUX CUCTEM;



- IOCI/KEHHA Ta PO3POOJIEHHS HOBHX paJiOTEXHIYHWX CTPYKTYP, aHTEHHHX
CHCTEM, METAIlOBEPXOHb Ta (YHKIIOHAJBHHUX EJIEMEHTIB Uit iH(OpMaIiiiHo-
KOMYHIKaIliiHUX TEXHOJIOTH;

- po3po0JIeHH METONIB 1 3aco0iB 3a0e3ledyeHHsT HaMiMHOCTI, BiIMOBOCTIMKOCTI,
aBTOHOMHOCTI Ta  €(eKTHBHOCTI (YHKUIOHYBaHHS iHG)OKOMYHIKAIIHHKX,
pagloTeXHIYHUX Ta KiOep(]i3uIHUX CHUCTEM,

- IOCII/KEHH Ta pPO3pOOJIEHHS METOAiB 1 3aco0iB 3axucTy iHGopmaiii,
Ki0ep3axucTy, Oe3meyHoi iHpopMalliifHoi B3aeMomii Ta 3a0e3ledeHHs IOBIpH B
1HQOpMaLIHHO-KOMYHIKaIlIHHUX CEPEOBHIIAX;

- CTBOPEHHS Ta JIOCIIDKEHHS IHTEIEKTyalbHUX METOJIB OOpOOJIEHHS CUIHANIB i
JAHUX Ha OCHOBI TE€XHOJIOTIM IITYYHOTO iHTENEKTy Ta MAIIWHHOIO HABYAHHS IS

3a/1a4 MOHITOPHHTY, 1IarHOCTHKH, KEPYBaHHS Ta [MATPUMKH IPUAHATTS PillIEHb.

Anomauia

HaykoBo-mocimigaa poboTa cHpsIMOBaHA Ha PO3BUTOK TEOPETHYHHX 3acal,
pO3pO0JIEHHSA HOBMX 1 BIOCKOHAJICHHS ICHYIOUMX METOJIB, MOIEJIEH Ta alapaTHO-
IIPOrPaMHUX 3aco0iB o0y10BH, (GyHKIIIOHYBaHHS 1 3aXUCTYy
- iHpoKOMyHIKaIIHHUX, paJioTeXHIYHUX Ta Kibepdisuunmx cucTeM. JIOCTimKeHHS
Opi€HTOBaHi Ha MiJBUIIECHHS €(PEKTHBHOCTI MpPOIECIB MepefaBaHHs, 0OpOOICHHS,
30epiraHHs Ta 3axucry iHdopmaiii, 3abe3neyeHHs HAAIHHOCTI, aBTOHOMHOCTI,
aJallTHBHOCTI Ta IHTeNeKTyamisamii cydJacHuX iH(popMaIliiHO-KOMyHIKaIiifHIX
TEXHONIOTIA. VY Mexax po0oTH mepenbavacTbess MOCTIDKCHHS  METOJIB
(opMyBaHHs, HpuiiMaHHA Ta OOpPOGICHHS CUTHATIB 1 JaHUX, PO3POOICHHS
MaTeMaTHYHUX MOJENEH iHpOPMAIIHHUX TIPOLECIB, aATOPUTMIB aHaIli3y, CHHTE3Y
Ta ONTHMi3alil CKIAJHUX TEXHIYHHX CHCTEM, a TAKOX CTBOPEHHS alapaTHO-
IporpaMHux 3acobiB Ha 6a3i cydacHHX BOyZOBaHHX, DPEKOH(IrypoBaHHX Ta
IHTEJIEKTyalbHUX 00UYMCIIOBANIBHUX IUTaThopM. OcobnuBy yBary Oyze MpHAiIeHO
PO3BUTKY IH(QOKOMYHIKAI[IHHUX CHCTEM i Mepex, TeXHOIOTii IHTepHeTy peuei,
CEHCOpHMX Ta KiOep(I3WYHUX CHCTEM, pamiOTEXHIYHHMX 3ac00iB 1 aHTEHHUX
CTPYKTYpP, METOAIB LH(PPOBOro 06pOOIECHHS CUTHANIB, IHTEICKTYAIbHOIO aHANI3Y
JaHUX, MOHITOPDHHTY Ta KEpyBaHHS CKIaJHUMH TEXHIYHUMH 00'€KTaMH.

IlepenbavaeTbest po3poOIEHHS HOBHX ITIIXOMIB 10 3abe3mnedeHds iHpopMariiHoi



Oe3meky, KiOep3axucCTy, 3aXUIEHOI iH(OpMAIlifHOI B3a€MOMil Ta ITiIBUIICHHS
CTIMKOCTI (PYHKIIOHYBaHHS Cy4acHUX iH(OPMAIiHHO-KOMYHIKAIIIHHUX CHCTEM.
OuikyBaHi pe3yibTaTé poOOTH BKIIOYAIOTH CTBOPSHHS HOBUX METOIB, MOJIEINICH,
ITOPUTMIB, IPOTPAMHUX IPOAYKTIB Ta amnapaTHO-IPOTPaMHHUX pIlIeHb IS
1HPOKOMYHIKaIHUX, paJlOTEXHIYHUX Ta KiOep(PI3UYHUX CHCTEM, a TaKOX
PO3BUTOK HAayKOBHX OCHOB IX mOOyJOBH, (yHKI[IOHYBaHHSA, 3aXHUCTy Ta

IIPaKTUIHOI'O 3aCTOCYBAHHA.

The research project is aimed at advancing theoretical foundations and developing
new as well as improving existing methods, models, and hardware-software
solutions for the design, operation, and protection of infocommunication, radio
engineering, and cyber-physical systems. The research focuses on improving the
efficiency of information transmission, processing, storage, and protection, as well
as ensuring the reliability, autonomy, adaptability, and intelligence of modern
information and communication technologies. The project involves the
investigation of methods for signal and data generation, transmission, reception,
and processing; the development of mathematical models of information processes;
algorithms for the analysis, synthesis, and optimization of complex technical
systems; and the creation of hardware-software solutions based on modern
embedded, reconfigurable, and intelligent computing platforms. Particular
attention will be paid to the development of infocommunication systems and
networks, Internet of Things technologies, sensor and cyber-physical systems,
radio engineering devices and antenna structures, digital signal processing
methods, intelligent data analysis, monitoring, and control of complex technical
objects. The research also includes the development of new approaches to
information security, cybersecurity, secure information interaction, and enhancing
the resilience of modern information and communication systems. The expected
outcomes include the creation of new methods, models, algorithms, software
products, and hardware-software solutions for infocommunication, radio
engineering, and cyber-physical systems, as well as the advancement of scientific

foundations for their design, operation, protection, and practical application.

(YKpaiHCbKo0 ma an2iticbkoio Mosamu)



IMoxaznuku ouikysanux pe3ynvmamis

1. | Crarri y *ypHajuax, II0 BXOJITh 0 HayKOBO-METPHYHHUX 0a3 10
marux WoS, Scopus a6o Index Copernicus (71 T'yMaHiTapHOTO
Ta COL[IOEKOHOMIYHOTO HAIIPSMIB)
2. | CTaTTi y 3aKOpPIOHHMX KypHaJIax, 110 HE yBilmum 10 1.1, 5
3. | Crarti y ypHaiax, III0 BXOAATH [0 NepeliKy (axoBUX BUAAHB 15
Vkpainu Ta MaroTh ISSN
4. | Te3u momoBifeil y MaTepianax MiXHAPOJHUX KOH(EPEHILiH, IO 15
OyIyTh OIMyOIiKOBaHi Y 3aKOPAOHHMX BHMAAHHIX MOBaMHU KpaiH,
mo Bxomars mo OECP, abo oQiiiHUMA  MOBaMH
€sporneiicbkoro Coro3y Ta IHIEKCYIOThCS HAyKOBO-METPUIHUMHU
Gasamu maanx WoS a6o Scopus (Index Copernicus Juist COIio-
I'YMaHITapHUX HAyK)
5. | Te3u momoBizeil y MaTepianax MbKHapOIHUX Ta BCeyKpaiHCHKUX 13
KoH(pepeHIIii
6. | OXOpOoHHI JOKYMEHTH J
7. | Monorpadii a6o posaimu mororpadiii, mo OyayTs omyOIiKoBaHi J
B YKPaiHCHKUX BUAAHHAX OpyKOSaHUX
apKyulie
8. | Monorpadii a6o po3minu MoHOrpadii, mo 6yxyTh oIlyOIiKoBaHi 5
y 3aKOpIOHHMX BHIAHHIX MOBaMHM KpaiH, mo Bxoaats 10 OECP, OpyKOGaHUX
a6o obimiitEEMu MoBaMu €Bponeiicbkoro Corosy e
9. | Byze BIPOBaKEHO HAYKOBI a00 HAYKOBO-IIPAKTUYHI PE3yIbTaTH
HJIP muisaxoM yKIaJaHHS TOCIMOAAPYHX JOTOBOPIB, I'PAHTOBUX 5
yron
10. | Byzae 3axumieHo qucepTarii:
KaHauaara Hayk (mokropa dimocodii) )
JOKTOpa HAayK -
11. | 3axuct kBamidikamiiHuX podiT 50
KAJIEHJIAPHUHN IIIAH POBOTH
Ouikyeani pezyromamu
(3a3Hauumuy KOHKpemmi
HAYKOBI pe3ynvmamu,)
Ne i Tepmin 3eimna 0oKymenmauia
micm emany -
n/n BUKOHAHHA (KinbKicmb 3an1aHOBAHUX
nyonikayiil, 3axucmis,
OMPUMAHUX OXOPOHHUX
OQOKyMeHmis, 36im)
1. Teopernyni 3acamu nobynosu 1a | 2026 pik Hayroeuti pesynomam. y )
(bYHKIIiOHYBaHHSI - MaTeMaTH4H1 MOIEI1 IH(bOPMaI_llPIHI/IX IIPOIECIB

iH(bOKOMyHiKaHiﬁHHX, CHCTEMaX;
pamioTexXHIYHUX Ta Kibepdiznunmx

CUTHAJIIB,;

B iHQOKOMYHIKALIHHUX Ta Kibephisnaanx

- METOZIU aHali3y, popMyBaHH: Ta 00pOOIEHHs




ABTOHOMHOCTI Ta
eHeproe()eKTUBHOCTI
iHpOKOMYHIKaI[IIHUX,
pamioTeXHIYHUX Ta KibephizuuHuX
cucteM. JloCTiKeHHS 3aXUIIEHOT
indopmartiiHoi B3aeMO/Iii,
aJIalITUBHOTO KepyBaHHs Ta
GbyHKIIIOHYBaHHSA aBTOHOMHHUX
CHUCTEM.

- METO/IM TIi JBUILIEHHS] aBTOHOMHOCTI Ta
eHeproe()eKTUBHOCTI TEXHIYHUX CHUCTEM;

- JITOPUTMH MOHITOPHHTY, JIarHOCTUKH Ta
i IBMILEHHS HAAIHHOCT] (DYHKI[IOHYBaHHS
CKJIaJIHUX CHCTEM.

3simna ookymenmayia:

- CTaTTi y XypHalax, IO BXOJATH IO HAyKOBO-
METpUYHHX 623 - 2;

- CTaTTi y 3aKOPJOHHHUX JXypHasax - 1;

- cTaTTi y (paXxOBUX BUJAHHAX - 3;

- T€3U JIONOBieH - 6;

- OXOPOHHI JOKYMEHTH - 1;

- monorpadii abo po3minu - 1;

- 3aXMIIEHO JUcepTaLii - 1;

- 3axucT KkBanidikagiiaux pooir - 10;

- TI0JJaHO Ha KOHKYPC MPOEKTIB 200 TPAHTIB - 1.
TndopmaiHuii 3BIT

IaTerpartis, eKCIiepUMEHTaIbHI
JOCIIIKEHHS Ta y3aralbHEHHA
pe3yIbTATIB pO3POOIIEHHA
iHpOKOMYHIKaIIITHUX,
pagioTexHigHUX Ta Kibephiznaanx
cucreM. J{oCHiKeHHS
e(eKTUBHOCTI MEPEKEBOT
B3a€MOIii, iHpopMaIiHHOTO
0o0OMiHYy Ta (QYHKIIIOHYBaHHS
PO3MOAITIEHUX CUCTEM,
PO3pO0IIEHHsI peKOMEHAALIH 1010
NPaKTHYHOTO BIPOBAIKEHHS
OTPUMAaHUX PE3yJIBTATIB.

2030 pik

Haykosuil pesynomam:

- KOMIIJIEKC METO/IiB, MOJieJiei Ta 3acobiB

o6y moBH, GYHKIIOHYBAHHS 1 3aXUCTY
iH(pOKOMYHIKAI[HHYX, PaliOTEXHIYHHUX Ta
Kibephisu4HHX cHCTEM;

- eKCIIEPUMEHTAIILHO [iITBEPUKEH] pe3yIbTaTh
JIOCITIKEHB;

- HOBI amapaTHO-MPOrpamMHi PillieHHs, TEXHOIOTT
Ta peKoMeHaLii 1010 X IPAKTUYHOTO
3aCTOCYBaHHS;

- y3arajpHeHi Mojieni yHKUIOHyBaHHA Ta
3aXUCTY CydacHHX iH(OpMaIiiHo-
KOMYHIKaI[IHHUX CHCTEM.

3gimna dokymenmayia:

- CTATTi y XXypHalax, IO BXOIATH JO HAYyKOBO-
MeTpUYHUX 0a3 - 2;

- CTATTi y 3aKOPIOHHHMX XypHanax - 1;

- craTti y (p)axoBHX BHIAHHAX - 3;

- T€3H JOIOBiAeH - 6;

- OXOPOHHI IOKYMEHTH - 1;

- moHorpadii abo pozmiau - 1;

- 3aXHLIEHO JUCepTaLiii - 1;

- 3axucT KBatidikaniiamx pooir - 10;

- [IOJIaHO Ha KOHKYPC MIPOEKTIB a00 TPaHTiB - 1.
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