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Hucepramiiina poboTa NpPHUCBSUEHA PO3B’SI3aHHIO HAYKOBO-MPAKTHYHOTO
3aBJaHHS MMOKPAIIECHHS aJallTUBHOIO KEPYBAHHA JOCTYIIOM /10 OOMEKEHUX PECYPCIB Y
POrpamMHO-KOH(MITypOBaHUX Mepekax HUISIXOM PO3pOOICHHS Ta
EKCIIEpUMEHTAILHOTO  OOIPYHTYBaHHSI METOMIB 1 TEXHOJIOTIH 3aCTOCYBaHHS
aJITOPUTMIB IITYYHOTO 1HTENIeKTY. OCHOBHY yBary 3ocepemkeHo Ha interpaiii AI/ML-
MOAYMIB y MUKI KepyBaHHsS SDN, konmu pgerpajaiiisi sIKOCTI 0OCIyrOByBaHHS
CIPUYMHEHA HE 3arajlbHOI0 HECTauyel0 MPOIMYCKHOI 3[JaTHOCTI, a MepeBaHTAKEHHSIM
KPUTHUYHOTO NPUKIATHOTO pecypcy, 30kpema API-cepsicy, cepBicy aBropu3zaiii,
HUII03y JOCTYyHy [0 JaHUX a0o0 1HIIOIO BY3bKOTO MICIHS CEpPBICHOTO PIBHS.
3anponoHOBaHUI METOJl OPIEHTOBAHWI Ha JIOKAJI3AIl0 KEPYIOUOTO BIUIMBY CaMme B
Toulll AepIUTY pecypcy, 3a0e3MedeHHs] PIBHOMIPHOTO PO3MOAUTY TOCTYyIy MIXK
KJIIEHTaMHU Ta 30€peKeHHs CTaOUTbHOT pOOOTH MEpEeXKEBOI IHPPACTPYKTYPH.

Y Berymi  OOIpyHTOBaHO aKTyaJbHICTh TEMH JAHCEpPTaliiHOI poOOTH,
chopMyIbOBaHO METy Ta 3aBAaHHS JOCHIKEHHS, BU3HAYEHO OO0 €KT, MpeIMeT 1
METOAM JOCIIPKEHHSI, HABEJICHO IMOJIOKEHHS HayKOBO1 HOBU3HU, MPAKTUYHE 3HAUYECHHS
OJIEp’KaHUX PE3yNbTaTIB, JaH1 TIPO ampoOaIrito Ta myosikaiii 3a TEMOIO JUCEPTAIIii.

VY mepmomMy po3aidi 311MCHEHO OIS JIITepaTypHUX JIKEPE, MPUCBIUYCHUX
apXITEKTYPHUM TPHUHIMIAM MOOYJO0BH MPOrPaMHO-KOH(ITYPOBAHUX MEPEXK, THUIIAM
nokamizaiii SDN-KOHTposiepiB, 0COOIMBOCTSIM MIBACHHUX Ta MIBHIYHUX 1HTEPENCIB,
npobieMam yrpaBiiHHS pecypcamu B cydacHHX SDN-Mepekax, a Takox Miaxoaam 110
1HTerpaii anropurMis mtyyHoro iHTenekty B SDN. [IpoanamnizoBano nepearu SDN,
0 TMOJATaloTh Y BIJIOKPEMJIEHHI IUIOIMIMHU KEPYBAHHS Bl IUIOHNIMHU JaHUX,

HEHTpami3alii JOTIKA MPUUHATTA PIIIeHb 1 MPOTrPaMOBAHOCTI MEPEKEBHUX MOJITHK.



[TokazaHo, 110 MOpPsA 13 UMM BUHUKAIOTh HOBI BUKJIMKH, TIOB’sI3aHI 3 OOMEKEHHSIMHU
MacITabOBaHOCTI KOHTpOJIepa, 3aTPUMKaMU KE€PyBaHHS, HAKJIQJHUMHU BUTpaTamMu Ha
TEJIEMETPII0 Ta PU3UKAMU MEPEBAHTAXKEHHS KOHTPOJBHOI Tuiomuau. OKpeMy yBary
MPUIIJICHO TOPIBHSHHIO JOKAJBLHUX, XMapHUX Ta lepapxiuHux edge-cloud apxitekTyp
SDN-konTposnepis, a Takox poiai REST/OpenFlow/MQTT y mo6ynoBi iHTErpoBaHHX
AI-SDN cepenoBui.

Jlpyruii po3ain MpuCBSYEHO MeEToAaM MOOyHoBH 1HTeNeKTyalbHUX SDN-
MepexX. Y HbOMY PO3IVITHYTO METPHUKH OIIHIOBAHHS €()eKTHBHOCTI Ta CITPaBEIIINBOCTI
posnoniny III-inTerpoBanux SDN-cuctem, 30kpema KiacudiKaiiiiHi METPUKUA JJIs
ML-moneneit Ta MeTpUKHA pPO3MOALTY pecypciB. OOIpyHTOBaHO BUOIp Mojenen
MAIIMHHOTO HAaBYAaHHA JIA 3a7a4 KepyBaHHs JOCTYIIOM JO OOMEXKEHOTO Pecypcy 3
ypaxyBaHHSIM KOMIIPOMICY MK SIKICTIO PIIIEHb 1 OOYMCIIOBAJIBHHUMH BUTpaTaMH.
Takox, mpoanami3zoBaHo Iutargopmu 1 peanizauii SDN-KOHTposiepiB Ta KpUTepii
1HTerpanii ajJropuTMIB IITYYHOTO IHTEJIEKTY B iXHIO Kepyrouy JOriky. Pesynsrartu
po3nuty (GOpMYyIOTb TEOPETHMYHY Ta METOAMYHY OCHOBY JUISl IOJAJbIIOTO
eKCIIEpUMEHTAILHOTO aochikeHHs: Al-kepyBaHHs B pecypcHO-oOMexeHnx SDN-
CIIEHaPIsX.

Y  TperboMy Ppo3aiyli  HaBeAECHO  MOJCIIOBAHHS Ta  JIOCJHIJIPKCHHS
3anponioHoBaHoro Cloud-AI-SDN ¢peiiMBopky B yMoOBax OOMEXEHHX PECYpCIB.
Po3po0ieHo TpupiBHEBY apXiTEKTypy GpEeMBOpPKY, sSiKa MOEIHYE KEPOBAHICTh MEPEXKI
Ha piBH1 SDN-KOHTpoOJEpa, IHTeTpalliio IHTeIEeKTYalIbHOI AHATITUKY B LIUKJI TPUAHSATTS
pillIeHb, a TAKOXK 3acO0U MacIITabOBAHOCTI, CIIOCTEPEKYBAHOCTI Ta ayAUTY KEPYHOUUX
BITMBIB. [100y10BaHO €KCTIEpUMEHTAIbHUN CTEH/T JIJIS1 BIITBOPIOBAHOTO JIOCITII>KEHHS
noctyny 10 oomexeHoro pecypcy B SDN i3 Bukopuctanusam Al-moxayss, REST API ta
loT-rmomiii/Tenemerpii. [lokazaHo, 110 apxiTEKTypa CTEH/Ia peasizye B3aEMOIII0 TPhOX
ocHoBHUX TuIiB iHTep(deiiciB: miBHiuHM (REST), misnennuit (OpenFlow 1.3) ta IoT-
ka"any nonii (MQTT), dopmytroun HabIMKEHY 10 IPAKTUKH MOJEb T10puaHoi Al-
SDN-IoT exkocuctemu. ¥ po3aiiai Takok OMHCAHO METOAMKY €KCIIEPUMEHTAIbHOTO
JOCJIJIKEHHS, eTanu popMyBaHHS TEJIEMETPUUHUX JAHUX, MIATOTOBKY 1 HaBuaHHs 111-

MOJTYJIsI, @ TAKOXK MPOLIETYPH TECTYBAaHHS Ta OL[IHIOBAHHS PE3YNbTaTiB €KCIIEPUMEHTY.



YerBepTHil po3diJ MPUCBAYEHO amapaTHUM JOCHIKEHHSM Ta MpaKTUYHIN
peauizaiiii 3arpornoHoBaHoro GppemBopky. [IpoBeneHo MOPIBHUIBHY OLIIHKY MoJIeei
MammuHHOro HaBuaHHs Ui [HI-monyns SDN 3a moka3sHUKaMu 3aTpUMKH TPUUHSTTA
pIllIeHb, CIPaBEIJMBOCTI PO3MOALITY OOMEKEHHUX PECypCiB Ta 3arajbHOi SKOCTI
kiacudikarii. Ha ocHOBI amapatHoi Bamijaliii B yMoBaX 0OMEXEHHX pecypciB edge-
IPUCTPOI0 TIOKazaHo, mo wmoxaenb Gradient Boosting 3abe3medye BUIMY SKICTh
NPUUHATTS pilieHb mopiBHAHO 3 Logistic Regression, 30epiratous mpu LbOMY
npuitHaTHi HaknanHi BuTpatd 3a CPU, RSS rta eneprocnoxuBanHsM. 3okpema,
BcTaHoBJeHO, M0 GB nocsirae accuracy = 0.9988 ta F1 = 0.988, tom ax LR mae
accuracy ~ 0.9768 ta macro-F1 = 0.843, mpu 11bOMY pi3HUIIA B EHEPTOCIIOKUBAHH] MI3K
MOJICJISIMU € HE3HAUYHOI0. Y P03/l TaKOXK peasli30BaHO Ta OMUCAHO MPUKIATHUN BeO-
cepBic Cloud-AI-SDN ¢peiimBopky, sikuii Bkiouae REST API, Web UI, 3aco6u
kepyBaHHs [0T-IIOMMHOI0 €KCIIEPpUMEHTY, Bi3yasi3allil0 eKCIEPUMEHTAIbHUX AaHUX
1 MOHITOPUHI CHCTEMHMX MeTpuUK Ha 0a31 Prometheus/Grafana. Ile 3abe3neuye
BIJITBOPIOBAHICTh CIICHAPIiB, 3pYUYHICTh KEPyBaHHS EKCIIEPUMEHTOM 1 MOXKJIMBICTbH
aHaji3y CTaHy CHCTeMHU i 4ac poOoTu ¢dpeiMBOpKy. OTpumaHl pe3yabTaru
MiATBEpAUIN €(heKTUBHICTD 3alPOTIOHOBAHMUX METOIIB JJIs MOKPAIICHHS aJalTUBHOTO
KEPYBaHHS JOCTYIIOM [0 OOMEXEHHX pEeCcypcCiB y MNpPOrpaMHO-KOH(pITYpOBaHUX
MepeKax.

HaykoBa HOBHM3HA pe3yibTaTiB, OTPUMAHUX Y JUCEPTaIliiiHii poOOTI, Toysrae
y TOMY, IIIO:

- Bnepwie 3anpomnoHOBaHO METOJl aJalTUBHOTO KEPYBaHHS JOCTYIIOM JO
O0OMEKEHOTO pecypcy NPHKIAJHOTO PIBHSA B MPOTPaMHO-KOH(ITypoBaHIN Mepexi,
KWW, HA BIIAMIHY BiJ METOAIB, 10 0a3yloThCcsl Ha KOPUTYBAHHI 3arajibHUX
XapaKTEePUCTUK Mepexi (MPOMycKHOI 37aTHOCTI, mobambHuX QoS-mapameTpis,
npiopuTu3aiii Tpadgiky B Mepexi 3arajiom), nepeadadae JOKami3alilo Kepyryoro
BIUIUBY Oe€3mocepeiHbo B Toulll (paktuyHoro aediuuty pecypey. Lle mo3Bomuio
MIBUIIUTH CEPEIHIN MOKA3HUK PIBHOMIPHOCTI PO3MOAUTY JOCTYITY 0 OOMEKEHOTO
pecypcey 3 79,2% no 90,98% 06e3 HeoOX1JHOCTI KOPUTYBAHHS 3a3HAYEHUX 3arajbHUX

XapaKTEePUCTUK MEPEXI.



- Yoockonaneno wmexaHi3M IHTENEKTYyaJIbHOTO KEpyBaHHS JIOCTYIIOM [0
oOMexxeHoro pecypcy B SDN nuisixoMm BBeJieHHs crietfianizoBaHoro Al-arenra, sxuii Ha
BiJIMiHY BiJI ITiIXO/AIB, IO 0a3yIOThCSA HA CTATUYHUX MPaBHIax a00 BPaXOBYIOTh JIHIIIC
MOTOYHI MEpEeXeBl MapameTpu, G(opMye Kepyloue pillleHHS 3 YypaxyBaHHSIM
TEJIEMETPUYHUX O3HAK Ta IMapaMeTpiB, PEICBAHTHUX [JII KOHKPETHOTO THITY
O0OMEXEHOTO PEeCcypCy, 30Kpema iCTOpii HAaBaHTAXKEHHS, YAaCOBUX XaPAKTEPHUCTHK
3BEpHEHb, YACTKU KIII€EHTa B 3arajlbHOMY HAaBaHTAXKEHHI, (HaKTy TONMEpPEaHHOTO
OJOKyBaHHSI Ta KUIBKOCTI aKTMBHUX KIi€HTIB. Lle namo 3Mory Jiokami3yBaTé TOUKY
BIUIUBY B PO3MOIIJICHI PECypcrd Mepexi, 3a0e3MeUuTd aapecHUui 1 aJanTUBHUN
PO3IOALT IOCTYIY 10 0OMEXEHOTO pecypcy 31 30epeKeHHSIM CTablIBHOTO JOCTYITY JI0
THIIIUX CEPBICIB MEPEKEBOI IHPPACTPYKTYPH.

- Habye noodanvuiozo po3eumiky MeTo]1 BUOOPY MOJIEIII MAIITMHHOTO HABYaHHS
JUTSL THTENEKTyallbHOTO KepyBaHHS B SDN B yMOBax OOMEXEHUX PECYpCIB, SIKHU Ha
BIIMIHY BiJ MIJIXOMAIB, 1[0 OPIEHTYIOTHCS JIMIIE HA 3arajbHy TOYHICTH Kiacudikariii
ML-moneni, mnependayae OIIHIOBaHHS MoOjeNed 3a PO3IIMPEHUMH KPUTEPISMU:
Kyacudikaiiiiii MOKa3HUKaMH, CTIHKICTh JO XMOHOIMO3UTHUBHHUX CIPAIIOBAHb, 4Yac
npuitHATTS pimeHHs, 3aBantaxeHHs CPU ta RAM, eneprocnoxuBanus. e mamo
3mory BuzHauuTH Gradient Boosting (GB) sk mozens 13 MakCMMalabHOIO TOYHICTIO
kepyBaHHs (Accuracy 0,9988 npotu 0,9768 y Logistic Regression (LR); Precision 1,0
npotu 0,54), a momens LR s crieHapiiB, A¢ BaKIUBIIIMMEI € MEHII OOYHMCITFOBAJIbHI
BUTPATH, 30KpEMa MEHILIUI Yac NPUUHSTTA pilieHHs Ha 14,66%, HUXK4e 3aBaHTaKEHHS
CPU na 13,4% Tta menme BukopuctanHs RAM Ha 6,33% mnopiBasno 3 GB, 3a
HE3HAYHOI PI3HUII B €HEPTrOCIOKMBaHHI Mk HUMH — 1,2%.

Yoockonaneno apxitexrypy iHTenekryanbHoi SDN-mepexi s pobotu B
yMOBaX OOMEKEHUX PeCypCiB, sika, HA BIIMIHY BiJl PIIIEHb 13 OKPEMHM KEpyBaHHSIM
MEpeKeBUMH, NpUKIaIHUMHU Ta loT-koMmoHeHTamMu, 3a0e3neuye iX IHTErpaiil B
€IMHOMY KOHTYpPl KepyBaHHS 3 BKJIIOUCHHSIM Al-TACHUCTEMH B ITUKI MPUHHSTTS
pimedb. OcoOONMUBICTIO  apXITEKTYpH € BpaxyBaHHS  THUIIOBUX  OOMEXKEHb
neHTpanizoBaHoi SDN-apXiTeKTypH, 30KpeMa PHU3MKY KOMIIPOMETAIlli KOHTpoJiepa,

CTIMKOCTI /10 BIIHOBJIEHHA Micisa 3001B, HEAOCTATHHOI MPO30POCTI 3MIH MOJITUK Ta



CKJIQJIHOCT1 IHTerpallii reTeporeHHUX BY3iB, IUISIXOM IO€IHAHHS 3ac001B ayauTy,
aBTEHTU(]IKAIIl1, pe3ePBHOTO KOMIIOBAaHHS KEPYIOUYHMX IO/I1H 1 3M1H MOJITUK, MATPUMKA
MOJIEBOI B3a€MOJIIi Ta MOXIJIMBOCTI aJanTUBHOTO BUOOpY ¥ 3Minu ML-Moneneit
3aJIeKHO BIJ] pECYpCHUX OOMEKEHb 1 BUMOT MEpekeBOro crenapito. Lle gano 3mory
3a0e3MeUNTH [IEHTPATi30BaHe Ta THYYKE KEPYBaHHS MEPEKEBOI0, TpukiIaaHoo Ta [oT-
CKJIaIOBUMHU CHCTEMH, TAKOXK 3a0€3MEYUTH BIATBOPIOBAHICTh E€KCIEPUMEHTATbHUX
CIIEHApIiB 1 a/IaNTaIliio PeKUMIB pOOOTH JI0 PI3HUX YMOB CEPEIOBUINA PO3TOPTAHHS Ta
BHUMOT JI0 SIKOCTI1 Ha/IaHHS TIOCITYT.

IIpakTuyHe 3HAYeHHH OJCP)KAHUX PE3YIbTATIB IMOJSTa€ B TOMY, IO
po3po0JieHI METONM, MPOTPaMHO-anapaTHl KOMIIOHEHTH Ta EKCIIEPUMEHTAIBHO
NIATBEPIKEHA  apXITEKTypa MOXYTh OyTHM BUKOPUCTAaHI I IIJBHUILEHHS
edexktuBHOCTI (PyHKIIOHYBaHHA SDN-0pi€HTOBaHUX 1H(PPACTPYKTYp y BHIIaJIKax
HAsBHOCTI OOMEXEHHMX CEpBICHMX a00 MpUKIAJHUX pecypciB. 3anpoNOHOBaHI
piIICHHS MOKYTh OyTH BIIPOBAKEHI JIJIS A THBHOTO KepyBaHHS M0oCTyrmoM 10 API,
CEpBICIB aBTOpHW3allli, cucreMm 30epiraHHs naHux, loT-nUT031B Ta IHIIKMX BY3JIB,
KPUTUYHUX JI0 MepEeBaHTAKEHHA. [[pakTHYHa MIHHICTh pe3yNbTaTiB MIATBEPIKY€E€ThCS
anapaTtHOO ampoOaIli€ro 3ampoNOHOBAHOI APXITEKTYPH, peallizalli€el0 MPHUKIATHOTO
BeO-CepBICY KEpyBaHHS 1 MOHITOPUHIY, iX NEPEBIPKOI0 B YyMOBaX peaJbHOIO
peCypcHOTO OOMEXKEHHS, a TaKOX BIPOBADKEHHSIM OKPEMHUX  Ppe3yJbTariB
nuceprariitnoi podotu B misutsHicTs «Yukon Software Ltd» i TOB «ILIAPIIMAMH/I3
IOEfI», 110 MiATBEPIKEHO BIAMOBIAHUMHU aKTaMU BIIPOBAKCHHS.

KirwouoBi caoBa: 3B’5S30K, IHTEpHET pedeil, anropuTmu, Tpadik,
TEJICKOMYHIKaIllifHa Mepeka, peajizailisi TpOrpaMHOro 3a0e3MEUeHHS, MAIlUHHE
HapuaHHs, TyyHuid iHTenekr (II), BusiBIeHHs, €(EKTUBHICTH, ONTUMI3allisl,

porpamMHoO-KOH(pITypoBaHa Mepexa, repeaada, METOIH.

ABSTRACT
Banar A. Methods and technologies for using artificial intelligence
algorithms in software-defined networks under resource constraints — Qualifying

scientific work in the form of a manuscript.
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The dissertation is devoted to addressing the scientific and practical task of
improving adaptive access control to limited resources in software-defined networks
by developing and experimentally substantiating methods and technologies for
applying artificial intelligence algorithms. The main focus is placed on the integration
of AI/ML modules into the SDN control loop when the degradation of service quality
1s caused not by a general shortage of bandwidth, but by the overload of a critical
application resource, in particular, an API service, an authorization service, a data
access gateway, or another bottleneck at the service level. The proposed approach aims
to localize the control impact precisely at the point of resource shortage, ensure a fair
distribution of access among clients, and maintain stable operation of the network
infrastructure.

The introduction substantiates the relevance of the dissertation topic,
formulates the aim and objectives of the research, defines the object, subject, and
research methods, presents the scientific novelty, the practical significance of the
obtained results, and provides information on approbation and publications related to
the dissertation topic.

The first section reviews the literature on the architectural principles of
software-defined networks, types of SDN controller placement, features of southbound
and northbound interfaces, resource management problems in modern SDN networks,
and approaches to integrating artificial intelligence algorithms into SDN. The
advantages of SDN are analyzed, namely the separation of the control plane from the
data plane, the centralization of decision-making logic, and the programmability of
network policies. It is shown that, along with these advantages, new challenges arise,
related to controller scalability limitations, control delays, telemetry overhead, and
risks of overloading the control plane. Particular attention is paid to the comparison of
local, cloud, and hierarchical edge-cloud architectures of SDN controllers, as well as

to the role of REST/OpenFlow/MQTT in building integrated AI-SDN environments.



The second section is devoted to methods for building intelligent SDN
networks. It considers metrics for evaluating the efficiency and fairness of Al-
integrated SDN systems, in particular, classification metrics for ML models and
resource allocation metrics. The choice of machine learning models for access control
tasks under limited-resource constraints is substantiated by the trade-off between
decision quality and computational cost. SDN controller platforms and
implementations, as well as criteria for integrating artificial intelligence algorithms into
their control logic, are also analyzed. The results of the chapter form the theoretical
and methodological basis for further experimental research on Al-based control in
resource-constrained SDN scenarios.

The third section presents the modeling and investigation of the proposed
Cloud-AI-SDN framework under resource-constrained conditions. A three-level
framework architecture has been developed, combining network controllability at the
SDN controller level, the integration of intelligent analytics into the decision-making
cycle, and mechanisms for scalability, observability, and control-impact auditing. An
experimental testbed was built for reproducible investigation of access to a limited
resource in SDN using an Al module, REST API, and [oT events/telemetry. It is shown
that the testbed's architecture implements the interaction among three main interface
types: Southbound (OpenFlow 1.3), Northbound (REST), and the IoT event channel
(MQTT), thereby forming a practice-oriented model of a hybrid AI-SDN-IoT
ecosystem. The chapter also describes the experimental methodology, the stages of
telemetry data generation, the preparation and training of the Al module, and the
procedures for testing and evaluating the experimental results.

The fourth section is devoted to hardware-based research and the practical
implementation of the proposed framework. A comparative evaluation of machine
learning models for the SDN Al module was conducted based on decision-making
latency, fairness in limited-resource allocation, and overall classification quality. Based
on hardware validation under constrained resources of an edge device, it is shown that
the Gradient Boosting model achieves higher decision quality than Logistic Regression

while maintaining acceptable overhead in CPU, RSS, and energy consumption. It was



established that GB achieves an accuracy = of 0.9988 and an F1 = of 0.988, whereas
LR has an accuracy = of 0.9768 and a macro-F1 = of 0.843. The difference in energy
consumption between the models is insignificant. The chapter also implements and
describes an application-level web service within the Cloud-AI-SDN framework,
which includes a REST API, a Web Ul, tools for controlling the IoT plane of the
experiment, experimental data visualization, and monitoring of system metrics using
Prometheus/Grafana. This ensures the reproducibility of scenarios, the convenience of
experiment management, and the ability to analyze the system state during framework
operation. The obtained results confirmed the effectiveness of the proposed methods
for improving adaptive access control to limited resources in software-defined
networks.

The scientific novelty of the results obtained in the dissertation lies in the
following:

- For the first time, a method for adaptive control of access to a limited
application-layer resource in a software-defined network has been proposed. Unlike
methods that adjust general network characteristics, such as bandwidth, global quality
of service parameters, or overall traffic prioritization, the proposed method localizes
the control action directly at the point of resource shortage. This made it possible to
increase the average fairness of access distribution to the limited resource from 79.2%
to 90.98% without adjusting the general network characteristics.

- The mechanism of intelligent access control to a limited resource in SDN
has been improved by introducing a specialized Al agent which, unlike approaches
based on static rules or considering only current network parameters, forms control
decisions taking into account telemetry features and parameters relevant to a specific
type of limited resource, in particular load history, temporal characteristics of requests,
the client’s share in the total load, the fact of previous blocking, and the number of
active clients. This made it possible to localize the point of control action within
distributed network resources, ensure targeted and adaptive allocation of access to the

limited resource, and maintain stable access to other network infrastructure services.



- The method for selecting a machine learning model for intelligent control in
SDN under resource constraints has been further developed. Unlike approaches that
focus only on the overall classification accuracy of an ML model, the proposed method
evaluates models using extended criteria, including classification metrics, robustness
to false-positive decisions, decision-making time, CPU and RAM utilization, and
energy consumption. This made it possible to identify Gradient Boosting (GB) as the
model with the highest control accuracy (Accuracy 0.9988 versus 0.9768 for Logistic
Regression (LR); Precision 1.0 versus 0.54), while LR was identified as preferable for
scenarios where lower computational cost is more important, particularly due to its
14.66% shorter decision-making time, 13.4% lower CPU utilization, and 6.33% lower
RAM usage compared to GB, with only a minor difference in energy consumption
between them of 1.2%..

- The architecture of an intelligent SDN network for operation under resource-
constrained conditions has been improved. Unlike solutions that separate control of
network, application, and IoT components, the proposed architecture integrates them
into a unified control loop, including an Al subsystem in the decision-making cycle. A
distinctive feature of the architecture is that it accounts for typical limitations of
centralized SDN architectures, in particular, the risk of controller compromise,
resilience in post-failure recovery, insufficient transparency of policy changes, and the
complexity of integrating heterogeneous nodes. This is achieved by combining audit
mechanisms, authentication, backup of control events and policy changes, support for
event-driven interaction, and the ability to adaptively select and replace ML models
based on resource constraints and the requirements of a specific network scenario. This
made it possible to ensure centralized, flexible management of the system's network,
application, and IoT components, as well as the reproducibility of experimental
scenarios and the adaptation of operating modes to different deployment environments
and service quality requirements.

The practical significance of the results is that the developed methods,
hardware-software components, and experimentally validated architecture can be used

to improve the efficiency of SDN-oriented infrastructures when service or application



resources are limited. The proposed solutions can be implemented for adaptive access
control across APIs, authorization services, data storage systems, loT gateways, and
other nodes critical to overload protection. The practical value of the results is
confirmed by the hardware validation of the proposed architecture, the implementation
of an application-level web service for control and monitoring, its verification under
real resource-constrained conditions, as well as by the implementation of selected
dissertation results in the activities of “Yukon Software Ltd” and “SHARPMINDS UA
LLC”, as confirmed by the relevant implementation acts.

Keywords: connection, internet of things (IoT), algorithm, traffic,
telecommunication network, software system implementation, machine learning,
artificial intelligence (AI), detection, efficiency, optimization, software-defined

network (SDN), transmitting, methods.
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lean=0). (Buecku asmopis: banap A.FQ. - o210 nimepamypu, po3pooKa memooy
ynpaeninta SDN-mepeoicero na 6asi inmenexmyanvHux azenmis, no6yo0o8a mononozii
Mepedci ma  apximekmypu — @peimeopKy, HANAWMYBAHHS  IHMENeKMYalbHO20
VNPAGNIHHA, NPOSPAMHA Peanizayisi aieopummie Kepy8auHs, Ni020MO6KA MeKCmy
pobomu. Bopobeyw I'l. - ghopmyntosanns koHyenyii inmenexmyaibHo20 YNPAGIiHHSA
mepedicero, BU3HAUEHHs BUMO2 00 CUCMmeMU YHPAGINIHHA, HAYKO8e peoazy8aHHs

mexcmy.)
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Haykosi npauyi y euoannax, wio 6xo0amv 00 nepeniKy HAyKosux ghaxosux
euoanv YKpainu:

2. banap A. IO., BopoGenp I. I. IlepcnexTuBHI HampsiMH pPO3BUTKY,
YIOCKOHAJIEHHS 1 3acTocyBaHb Mepeki SDN Ha OCHOBI METO/IIB IITYYHOTO 1HTEJICKTY.
Bichux Xmenvnuyvkozo nayionanvnozo ynieepcumemy. Cepia: Texwniuni nayku. 2025.
T. 355. Ne 4. C. 15-21. DOI: 10.31891/2307-5732-2025-355-1 (Buecxku asmopis:
banap A.JO. - ananiz apximexmypnux ocoonusocmei SDN ma euknukie Oe3nexu,
cucmemamu3zayisis Memooig WMYy4YHo20 IHmenekmy OJisl 3a80amb OANAHCYBAHHS
mpagixy ma 3a6e3neuenns QoS/QoE, po3pobka knacughikayii 3aepo3 ma memodis ix
nPOmMudii y npoecpamHo-KOHQDIZYPOBAHUX Mepedicax, Ni020mosKa meKcmy cmammi ma
sizyanizayiu. Bopobeyv ['l. - nocmanoska 3a80aHHS OOCHIONCEHHS, BUIHAYEHHS.
konyenyii inmeepayii LIl 6 SDN, ananiz oensady rimepamypu ma HayKoge peoacy8anHs.
PYKonucy.)

3. banap A. IO., BopobGeup I. [. AnropuTMu IITYy4YHOTO I1HTENEKTY IS
orntumizanii GpyHkuionyBanHs SDN: cydacHi mixoau Ta nepcnekTuBu. 36 a3ok. 2025.
Ne 4. C. 11-18. DOI: 10.31673/2412-9070.2025.041241 (Buecku aemopis:
banap A. IO. - oocniosxcenus ma nopisHANbHULL AHANI3 eheKMUBHOCMI AleoOpUmMMise
MAWUHHO20 HagyanHs 011 3a60anb SDN, po3pobdxa knacughikayii nanpsamie inmezpayii
LI (be3nexa, mapwipymusayis, eHepeoephekmusHicmv), GopmySaHHs NOPIBHAIbHOL
mabauyi eghexkmusnocmi memodis, HANUCAHHA OCHOBHO20 mekcmy. Bopobeyw I1. -
Gopmyseanns cmpykmypu OO0CHIOMCeHHs, NepesipKa pe3yibmamis NOpPIGHATbHO2O
aunanisy, Qopmyno8anHs GUCHOBKIE w000 oomedceHb suxopucmanns LI, nayxoeui
0271510 PYKONuUcy nepeo 0pyKom.)

4. banap A. 1O., Bopo6eus I'. I. Xmapni SDN-konTponepu 3 nigrpumkoro HII:
apxIiTeKTypa, MacimTabOBaHICTh Ta Oe3reka (MOpIBHSIIBHE NOCTIIKEeHHS). besnexa
ingpoxomynikayiunux cucmem ma Inmepnemy peuei. 2025. T. 3. No 1. C. 01011:1-6.
DOI: 10.31861/s1s10t2025.1.01011 (Burecxu asmopis: banap A.JQ. - oocnioxncenms
apximekmyp 10KaaibHux ma xmapuux SDN-koumponepie (MoHoaimHa, MiKpocepgicHa,
iepapxiuna), auaniz npoonem macumabosaHocmi ma 3aAmpumMoK ) XMApPHOMY

cepedoguwyi, ananiz cyeunapiie inmezpayii AI-mooynie y xmapuy ingpacmpyxkmypy,
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nideomoska mexkcmy ma epagiunux mamepianie. Bopobeywv I'l. - konyenmyanizayis
NOPIBHANILHO20 OO0CNIONCEHHS, BU3HAUEHHS KpUmepiie OYIHKU apXimeKmyp, HAYKoGe

pedazysanus cmammi.)

Hayxkogi npaui, siki 3acBiguyoTh anpo0auniro MarepiaJiB aucepramii:

5. banap A. 0. [lepcniekTuBHI HanpsMU onNTUMI3alli 1 3aXucTy AaHux B SDN
MEpeXi 3 BHUKOPUCTAaHHSAM INTYYHOTO 1HTENEKTY. [Ipobnemu ingopmamuxku ma
komn romepnoi mexuixu (ITIIKT - 2023): npami XII Mixnap. HayK.-TIpakT. KoHO. (M.
Yepnismi, 10 - 12 muct. 2023 p.). C. 91-92.

6. banap A. IO., BopoGeup I. 1. OcobnuBocTti 1 mepeBaru 3acTOCYBaHHS
IITYYHOTO IHTENEKTy Yy XwmapHiii peamizaumii SDN kontponepa. Physical and
technological problems of transmission, processing and storage of information in
infocommunication systems (PREDT - 2025): Proceedings of Xth International
Scientific-Practical Conference. (UepniBii, 15-17 tpaBus 2025). C. 189-190. (Brecku
asmopis: banap A.FQ. - nposedeHHs NOPIBHANLHO2O AHANIZY APXIMEKMYD XMAPHUX
SDN-koumponepie ma oyinka ix Mmacumabo8aHocmi, OOCHIOHNCEHHs ACNeKmis
inmeepayii  IlII-mo0ynie 013 KepysawHs mpagikom, peodacysaHHs mMeKCcmy me3,
PO3poOKa Npe3eHmMayitiHux mamepianié ma OYHUUl BUCMyYn i3 O00N0Bi00 Ha
KoHepenyii. Bopobeys I 1. - nocmanoska 3a80aHHs OOCNIONCEHHS, HAYKOBUL 021150
nUmMaHb Oe3neKu XMapHux piuleHb, ni02omosxka mexkcmy mes, nepesipka mamepiaiie
00nosioi.)

7. banap A. 1O., BopoGerts I'. I. Open-source ¢hpeiiMBOpK 17151 MOACITIOBAHHS Ta
ormrumizamii SDN-Mepex 13 BUKOPHCTaHHSM aJTOPUTMIB IITYYHOTO IHTEJIEKTY.
Ilpobnemu inghopmamuxu ma xomn 'tomepuoi mexuixu (IIIKT - 2025): npam XIV
Mixuap. HayK.-mipakT. KoHd. (M. UepHisii, 13 - 15 muct. 2025 p.). C. 22-24. (Buecku
asmopis: banap A.JO. - ob6rpynmyeanus 6uOoOpy open-source IHCMPYMEHmMI8 O
peanizayii SDN-gppeiimeopky, npoepamua peanizayisi KOMNOHeHmie apximekmypu ma
NPOBEOEHHSI EeKCNEePUMEHMANbHO20 MOOENI08AHHS, HANUCAHHA Mme3, Ni020MmO6Ka

npe3eHmayiiHux mamepianiie ma O4Hull GUCMYN i3 NIEHAPHOI0 00nogioo. Bopobeyw
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Il - 0210 sukopucmano2o 8IOKpUMo20 NPOSPAMHO20 3abe3neyeHts 015 00CaI0HCeHDb
6 SDN, gpopmyntosanns 3ae0anb pobomu, nepesipka mamepiaiie 0onosioi.)

8. banap A. FO., BopoGens I. 1. IloGymoBa ta ympasiiaas SDN mepex 3
BUKOPHUCTAHHSAM METOMIB IITYYHOTO I1HTENEKTY. [Hmenekmyanvui iHgopmayiini
cucmemu: Marepiaaym BCEyKpaiHChKOI HAyKOBO-TIPAKTUYHOI KOH(EpeHIii MoJoaux
BUYCHHX, aCITIPaHTIB 1 CTYACHTIB. (M. Mukonais, 4-5 rpyx. 2025 p.). C. 10-12. (Buecku
asmopis: banap A.FO. - po3pobka apximexmypu ma nob6y008a eKxCnepumMeHmaibHoi
inmenexmyanvnoi SDN-naamgopmu, peanizayis anreopummis 0as adanmueHo20
PO3N00INY pecypcis, ni0comoska mekcny me3 ma sucmyn iz 00nogioor. Bopooeyw I 1.
- gopwynioeannsa konyenyii 06'eonanns SDN ma LI ona cemepocennux cucmenm,
BU3HAYEHHSL BUMO2 00 BIOMBOPIOBAHOCMI €KCNEePUMEHMIB, nepesipKka mamepianie

00nosidi ma nid2omosKa 00 8UCMYNY.)
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